INSTRUKCJA PRAWIDLOWEJ
KONFIGURACJI KOMPONENTU SZAFIR
DLA SYSTEMU OPERACYJNEGO MAC OS

(Ponizsza instrukcja dotyczy przegladarki internetowej Safari do wersji 11. Safari od
wersji 12 nie wspiera srodowiska Java.

W przypadku posiadania przegladarki Safari 12 rekomendujemy skorzystanie z innej
przegladarki internetowej wraz z zainstalowang aplikacja Szafir Host.)

1. Ze strony elektronicznypodpis.pl nalezy pobrac i zainstalowa¢ najnowszg wersje

aplikacji Szafir

Aplikacja Szafir do skiadania i weryfikacji podpisow

Szafir pobierz
Szafir (64-bit) pobierz
Szafir (Mac OS) pobierz
Szafir (Linux) Uwaga! Zalecamy zainstalowanie Java JRE w wersji 1.8_0_71 pobierz

Aplikacja Szafir do weryfikacji

Szafir Weryfikujaca dla systemu Windows pobierz
Szafir Weryfikujaca dla systemu Linux pobierz
Szafir Weryfikujgca dla systemu Mac OS X pobierz

Aplikacja do obstugi karty kryptograficznej CryptoCard Carbon

CryptoCard Suite (32-bit i 64-bit) pobierz

CryptoCard Suite (Mac OS) pobierz

Biblioteka do obstugi karty w systemie Linux w formatach:.so, .
Debian, RedHat pobierz

Sterowniki do czytnikow

Cazytnik Omnikey 6121 (Windows 10 32-bit) pobierz

2. Po zainstalowaniu aplikacji szafir nalezy uruchomi¢ preferencje systemowe



3. W oknie ,,Preferencje systemowe” wybieramy kafelek ,,Java”
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4. W oknie ,,Java Control Panel” wybieramy zaktadke ,,Security”

| NN Java Control Panel
General  Update Javal Advanced

Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list

Very High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

© High

Java applications identified by a certificate from a trusted authority are allowed
to run, even if the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Edit Site List...

Restore Security Prompts Manage Certificates...

| - Cancel Apply




5. W ustawieniach dodajemy zaufang strone: https://ekrs.ms.gov.pl

[ [ NON Java Control Panel
‘ Ceneral Update Java Advanced

‘ Enable Java content for browser and Web Start applications

Security level for applications not on the Exception Site list

Very High

Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

© High

Java applications identified by a certificate from a trusted authority are allowed
to run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
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https:/fekrs.ms.gov.pl/

Edit Site List...

Restore Security Prompts Manage Certificates...

- Cancel Apply



https://ekrs.ms.gov.pl/

6. W zakladce ,,Advanced” zaznaczamy opcje przedstawione na ponizszych rysunkach:

[ [ ] )] Java Control Panel

‘ General  Update Java  Security

‘ Debugging
Enable tracing
Enable logging
Show applet lifecycle exceptions
Java console
Show consale
© Hide console
" Do not start console
Shartcut Creation
Always allow
Always allow if hinted
Prompt user
© Prompt user if hinted
' Never allow
JNLP File/MIME Association
Always allow
© pPrompt user
Never allow
Application Installation
© Install if hinted
Install if shortcut created
Install if hinted and shortcut
Never install

- Cancel Apply




] Java Control Panel

Ceneral Update Java  Security

Execution Environment Security Settings
Allow user to grant permissions to signed content

Show sandbox warning banner
Allow user to accept JNLP security requests

Don't prompt for client certificate selection when no certificates or only one ex

Warn if site certificate does not match hostname
Show site certificate from server even if it is valid
Mixed code (sandboxed vs. trusted) security verification
© Enable - show warning if needed
Enable - hide warning and run with protections
Enable - hide warning and don't run untrusted code
Disable verification (not recommended)
Perform signed code certificate revocation checks on
Publisher's certificate only
© All certificates in the chain of trust
" Do not check (not recommended)
Check for signed code certificate revocation using
Certificate Revocation Lists (CRLs)
Online Certificate Status Protocal (OCSP)
© Both CRLs and OCSP
Perform TLS certificate revocation checks on
Server certificate only
© All certificates in the chain of trust
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i' [ ] )] Java Control Panel
‘ Ceneral Update Java  Security

| Check for signed code certificate revocation using
Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (QOCSP)
© Both CRLs and OCSP
Perform TLS certificate revocation checks on
Server certificate only
© All certificates in the chain of trust
Do not check (not recommended)
Check for TLS certificate revocation using
Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (OCSP}
© Both CRLs and OCSP
Advanced Security Settings
Use certificates and keys in browser keystore
Enable blacklist revocation check
Enable caching password for authentication
Use SSL 2.0 compatible ClientHello format
Use TLS 1.0
Use TLS 1.1
Use TLS 1.2
Miscellaneous
Place Java icon in system tray
Suppress sponsor offers when installing or updating Java

7. Uruchamiamy przegladarke 1 uruchamiamy Ustawienia przegladarki

8. Wybieramy zakladke ,,Witryny”, nastgpnie opcje¢ ,,Java”



9. Ustawiamy warto$¢ reguty uzywania tej wtyczki przez witryny; wigczone dla

ekrs.ms.gov.pl
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Reguty uzywania tej wtyczki przez witryny:

Ogdlne Karty Formularze Hasta Szukaj Ochrona Prywatnosé Witryny Rozszerzenia Zaawansowane

& Dokumenty lokalne Wytaczone
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10. Nastepnie skltadamy podpis w Systemie S24 lub RDF

Odwiedzajgc inne witryny:  Wylaczone



